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Dear Reader,

My memories of  high school include hours 

spent in the public library, flipping through 

the card catalog, scanning microfilm, and 

wandering through the stacks in search of  

sources for research papers. It is hard to be-

lieve that in less than a lifetime this scenario 

has become nearly extinct. The generation in 

our schools today was born into a digital soci-

ety. They have never known a world without 

cell phones, the Internet, instant messages, 

and email. Today’s students have the world at 

their fingertips. Their access to information is 

historically unprecedented.

Today’s technology enhances teaching, ex-

pands learning beyond our classroom walls, 

and prepares students for the future. Our 

children must be schooled in how to make the 

best use of  technology, such as how to identify 

reliable sources. At the same time, they must 

be taught to recognize and avoid the dangers 

presented by such accessibility.

The safety of  our children is a responsibil-

ity schools share with the community. That 

is why the Howard County Public School 

System, Howard County Library, and other 

community resources have partnered with 

Patuxent Publishing Company to prepare 

this family guide to the Internet. By working 

together, we can ensure that our children un-

derstand the benefits and the risks of  being 

the “online” generation.

Sincerely,

Sydney L. Cousin

Superintendent

The world that we 30-somethings grew up in–with the 

birth of  cable television, video games, and cassette tapes–

must have been a frolic through the fields for our parents 

compared to how the parents of  today must deal with 

emerging technologies. The day that the World Wide 

Web was spun was the day that would forever change 

the direction of  how we communicate. Research papers 

once requiring a trek to the local library for information 

now would only take a matter of  seconds to download 

facts from the convenience of  one’s cozy home. Reach-

ing out to a favorite relative across the country now could 

be accomplished with a few keystrokes and a send but-

ton. School documents for group projects now could be 

shared without the waste of  our delicate paper resource.

A boundless source of  benefits and convenience, the In-

ternet is a vast information portal where access is granted 

24 hours a day, 365 days a year. The Internet is considered 

a critical tool for children as it engages powerful interac-

tive and intellectual qualities essential to their successful 

future. However, despite these great benefits, children 

who access the Internet are vulnerable to risks and hid-

den dangers that if  not properly monitored, could have 

harmful, even sometimes fatal, effects. 



The Internet opens the door to a world of  endless pos-

sibilities for children and teens. Our guide serves to 

educate parents on how vital it is to be aware of  the 

potentially hazardous dangers of  the Internet and how 

important it is to instill smart, safe on-line habits in their 

children and teens. Through our guide, parents will 

learn how they can help their kids get the most from 

their Internet use while remaining safe and unaffected 

by its hidden dangers. It also discusses such topics as 

cyberethics, cyberbullying, blogging, online social net-

works and safety tips. 

Leaders in the fields of  law enforcement, education, 

library systems, and telecommunications provide their 

expertise on where parents can go to get help.  

discusses how teach-

ers and parents can make learning meaningful through 

technology. They communicate how technology is an 

ideal tool to connect students to learning and that for 

students, technology is a way of  life and an integral 

part of  their future. They discuss guidelines that have 

been established for the appropriate use of  computers 

and computer networks. They also share Internet Safety 

strategies for parents/guardians and online resources to 

further protect children and teens while online. 

 introduces ways in which par-

ents can help ensure their children have a positive online 

experience by learning about the Internet and how it 

works. They reveal what they are doing and online re-

sources they are providing to support the use of  technol-

ogy and its safe use for students and their families.

 discuss their commitment 

to online safety and their participation in the Maryland 

Internet Crimes Against Children Task Force, which is a 

statewide, multi-agency task force designed to safeguard 

children against Internet crime. This article reveals ways 

in which parents can better protect their children and 

teens from becoming victims of  online crimes. 

 shares ways in which par-

ents and children can protect their personal information 

while online. They remind parents that an identity thief  

does not have to set foot in their house to steal personal 

information or identity. In addition, they will introduce 

parents to the CyberEthics Art Poster Contest, which 

serves to educate children about safe practices when on-

line. A questionnaire is included in this guide to help 

them identify major online issues affecting parents and 

children. Its feedback will later be used in a hands-on 

educational workshop for students and parents/guard-

ians on issue relating to safe online practices.



In today’s technology-oriented world, students learn 

quite differently than even their parents did when 

they were in the classroom. It is vital that students feel 

connected with the instructional approaches used in 

their classrooms. 

“Research indicates the seemingly constant exposure to 

multiple, overlapping sights and sounds has affected the 

neural pathways of  digital students’ brains. Essentially 

their brains respond to sensory input differently than 

older, pre-1980 brains. Some researchers contend that in 

order to retain information and be able to put it to use, 

they must have multi-sensory input” (Apple Education, 

2006). 

How can teachers and parents make learning 

meaningful? Technology is an ideal tool to connect 

students to learning. For students, technology is a way of  

life. It is what they do. It is how they live.   

The Health Essential Curriculum also reinforces Internet 

safety through the following units in middle school: 

• 6th grade - Identify strategies for safe Internet use.

•  8th grade - Recognize and demonstrate strategies 

to avoid dangerous, destructive, or unlawful online 

behavior.  

At other grade levels Internet safety is included within 

the content of  other objectives:

•  3rd grade - Identify appropriate behaviors for 

potentially dangerous situations.

•  4th grade - Develop a plan to respond appropriately 

to potentially dangerous situations. Explore and 

differentiate among conflict resolution strategies for 

issues such as name-calling, bullying, and harassment.

•  9th grade - Analyze behaviors and settings that place 

individuals at risk for violence, injury, and premature 

death.

The Library Media Essential Curriculum teaches 

responsible use of  the Internet at the elementary, middle 

and high school levels.

In today’s world, educators are making increasing use 

of  instructional resources found via the Internet. The 

increased use of  such resources requires that staff  and 

students take steps to ensure that the tools and resources 

located are appropriate for use in our classrooms. 

In addition, guidelines have been established for the 

appropriate use of  computers and computer networks. 

Following is an excerpt from the HCPSS Secondary 

Student Handbook, which is distributed to all secondary 

students at the beginning of  the school year: 

 I will be responsible for my behavior on the school 

computer network.

I will not reveal personally identifiable information, 

such as home phone numbers, addresses or social 

security numbers.

I will access only those resources for which I have 

obtained permission, using the account assigned 

to me. I will not create, access, download, store, or 

print files, messages or images that:

•  Depict profanity, obscenity, the use of  weapons, 

or violence.

•  Promote use of  tobacco, drugs, alcohol, or other 

illegal or harmful products.

•  Contain sexually suggestive messages.

• Are sexually explicit or obscene.

• Depict gang affiliation.

•  Contain language or symbols that demean an 

identifiable person or group or otherwise infringe 

on the rights of  others.

•  Cause or are likely to cause a substantial or 

material disruption to school activities or the 

orderly operation of  the school

•  Contain rude, disrespectful, or discourteous 

expressions inconsistent with civil discourse and 

behavior.

I will use the computer hardware, software and 

related equipment for educational purposes only.

I will use all computer hardware, software and 

related equipment with proper care.

I will only enter the computer lab when a teacher 

is present.

I will access computers as instructed by a teacher.

Internet Safety        &
Howard County 

Public School 

System



I will use only authorized software in the   

computer lab.

I will not install software on school system 

equipment.

I will neither give nor receive unauthorized 

assistance relating to hardware or software.

I will only access information that is directly  

related to the class objectives.

I will not copy any software or files used in school 

or belonging to another student.

I will print my work by permission only.

I will leave my work area neat and clean.

I will be responsible for my own electronic files.

I will report any hardware or software malfunctions 

to the instructor during the class period in which it 

is noticed.

I will not use email or chat rooms.

I will refrain from having food, drink, gum or 

candy in the computer lab.

When independent access to the Internet is available 

(High School Only), parent permission is required, 

and both the student and the parent or guardian 

must sign a Use of  Internet Permission Form. By 

signing the form, the student agrees to the provisions 

of  this policy and the user guidelines.

For additional information on the Acceptable Use 

Policy (Policy 1501) please visit:  http://www.hcpss.org/

aboutus/policies/

Whenever students use online resources, a new world of  

information is available to them. Unfortunately, these 

resources come with risks. Since your children will be 

going online from a variety of  places, it is important to 

talk with your children to make sure they know your 

expectations about their online behavior. 

Cable in the Classroom ( www.ciconline.org) recommends 

three simple strategies for guiding your children to safe 

and responsible use of  the Internet.

Set Rules – set some basic ground rules for safe 

Internet use.  Talk with your children, explain the 

rules, and discuss why they are important. 

Use Parental Controls – keep an eye on what your 

children do online and take advantage of  the 

appropriate technology tools.

Instill Media Literacy Skills – talk with you children 

about how to find, analyze, evaluate, interact with, 

and create information online.

The Howard County Public School System strives to meet 

the needs of  today’s students by continuously refining 

the curriculum to include technology that motivates and 

challenges students to achieve their maximum potential.  

Our schools certainly look different from the schools 

that today’s parents attended. It is hard to imagine the 

classrooms of  2016. While we may not be able to predict 

the technology that will be used, we do know that our 

curriculum and teachers will continue to adapt to ensure 

that our students are prepared for their futures.

Howard County offers the following online resources for 

student and teachers to use for research. These online 

resources provide students with a way to practice safe 

Internet searching. Please contact your school’s library 

media specialist for the login information.

SIRS Discoverer (PreK-12)

World Book Online (Grades 3-12)

CultureGrams (PreK-12)

NoodleTools (Grades 3-12)

SIRS Knowledge Source (Grades 6-12)

SIRS Decades (Grades 6-12)

Student Resource Center Jr. (Grades 6-8)

Science Resource Center (Grades 6-12)

Student Resource Center Gold (Grades 9-12)

Opposing Viewpoints Resource Center (Grades 9-12)

American Government (Grades 9-12)

Turnitin.com (Grades 9-12)



The Maryland State Police takes the safety of  children 

on the Internet seriously. In 2000, the Department 

was awarded a federal grant by the US Department 

of  Justice, Office of  Juvenile Justice and Delinquency 

Prevention, to establish the Maryland Internet Crimes 

Against Children Task Force (MDICAC), a Statewide, 

multi-agency task force designed to “safeguard our 

children from Internet crime through a program of  

community education, aggressive investigation, and 

effective prosecution.”  The MDICAC uses federal funds 

to increase the organizational capacities of  Maryland 

law enforcement to respond to computer facilitated 

child exploitation by providing specialized equipment 

and investigative training and coordination of  Internet 

crimes against children investigations Statewide. 

Sergeant Robert Lantz, Assistant Director of  MDICAC, 

believes that parents are the first line of  defense for 

protecting children. Parents are directly capable of  

preventing a crime before it happens just by being 

proactive and aware. A child’s online behavior is most 

oftentimes a direct result of  a parent’s level of  active 

awareness. The responsibility of  setting rules and 

boundaries falls on parents and should be taken as a 

serious step to ensuring their children’s safety.  

When children are old enough to drive a car, responsible 

parents set rules and boundaries to help prevent accidents. 

The same seriousness with which they approach this 

milestone should be applied to computers. Just as cars 

pose significant potential dangers to teens, computers 

hold equal potential risks. 

Sergeant Lantz has educated local parents on Internet 

safety through over 70 presentations in 2006 alone. In 

his seminars, he urges parents to pay close attention to 

the following safety measures: 

Sergeant Lantz says he can’t stress enough the importance 

of  situating the computer in an area where parents 

can easily monitor their children’s online behaviors. 

Computers should never be allowed in a teen’s bedroom 

where he/she can close the door and be unsupervised. 

If  a teen knows you can look at the screen at any given 

moment, he/she may be more apt to follow the rules of  

online safety. 

Setting boundaries and communicating expectations are 

the best proactive actions a parent can take to protecting 

kids from potential online dangers. Kids need to 

understand the inherent risks so they can be cognizant of  

their actions. Netsmartz.org, a site dedicated to keeping 

kids safer online, posts a set of  pledges addressing 

different age levels, which parents and children can 

discuss, sign, and then post nearby the computer. 

“Parents should surf  such sites as myspace.com and 

facebook.com to see what type of  access their children 

and teens can gain. Learn everything you can about 

these sites and also about the software programs your 

children are using,” advises Sergeant Lantz. 

For kids to fully understand the very real threat to 

their safety, a taste of  reality can help.  The Netsmartz 

Workshop (www.Netsmartz.org) has actual videos of  real 

victims and their experiences that are age appropriate.   

The Maryland State Police urges parents to be vigilant 

in protecting their children while online. They strongly 

recommend parents visit sites like, www.netsmartz.org,  

www.missingkids.com, and www.safekids.com to educate 

themselves on important online factors affecting children 

today. And should a problem arise, parents can contact 

their local law enforcement agency or the Cyber Tip 

Line, www.cybertipline.com, for help. 

Maryland 

State Police



You may be careful about locking your 

doors and windows, and keeping your 

personal papers in a secure place. You 

may also have your social security 

number, financial records, tax returns, 

birth date, phone number, and or bank 

account numbers safely stored on your 

computer and think that they are also 

in a secure place. However, an identity 

thief  does not have to set foot in your 

house to steal your personal informa-

tion or your identity. For any personal 

information that resides on your com-

puter is accessible to an identity thief  

unless you take appropriate action to 

protect your information. Accordingly, 

the following suggested actions can 

help keep your computer and the per-

sonal information it stores - safer.

Install a firewall. Currently there are 

two types of  firewalls, hardware and 

software. An Internet firewall is a piece 

of  software or hardware that helps 

screen out hackers, viruses, and worms 

that try to reach your computer over 

the Internet. It is important to have a 

firewall and antivirus software turned 

on before you connect to the Internet.

It is recommended to install a hard-

ware firewall when you have a high-

speed Internet connection. It consists 

of  a piece of  equipment (i.e. a router) 

that is installed between your comput-

er and your high-speed connection (i.e. 

cable modem).

It is recommended to install a software 

firewall if  you use a dial-up connection. 

It is a program that is either provided 

by your Internet Service Provider (ISP) 

or separately purchased. You may also 

use a software firewall with high-speed 

connections as well.

Use a secure browser, especially when 

banking, shopping, or purchasing stock 

on-line. A secure web browser (e.g. 

Internet Explorer, Netscape Naviga-

tor) scrambles information you send 

or receive over the Internet. Look for 

an icon on the browser’s status bar to 

verify that your browser is secure (i.e., 

Internet Explorer’s icon is a locked 

padlock).

Do not store personal information on 

your computer unless absolutely neces-

sary. However, if  you do, and it’s pos-

sible to create a password, create  one 

that contains a combination of  letters, 

numbers, and if  possible symbols.

Avoid exposing your computer to vi-

ruses, worm, trojans, and spyware.

It is recommended to install Anti-Vi-

rus software, update it regularly and 

perform regular scans of  your hard 

drive(s). This software may be provided 

by your ISP or may be purchased. Ide-

ally the software should be set to au-

tomatically update whenever you are 

on-line and to perform at least weekly 

scans of  your hard drive(s).

Install Anti-spyware software if  it’s not 

part of  your Anti-virus software pack-

age. This software may also be provid-

ed by your ISP or may be purchased. 

It should be maintained in the same 

manner as your Anti-virus software.

It is recommend to not open programs, 

files or emails sent to you by strangers. 

Also, avoid clicking on unknown links 

in files or emails.

personal information while online

CYBER SAFETY
CyberEthics 

Educational Program
During the past two years, the 

Lazarus Foundation and the 

Howard County Public School 

System (HCPSS), with assistance 

from the Howard County Times, 

Howard County Library, County 

and State Police, Ascend One, the 

Business Software Alliance, and 

Microsoft Corporation hosted a 

“CyberSafety – CyberEthics Art 

Poster Contest.” The purpose of  

the contests were to help educate 

our children of  their responsibili-

ties and safe practices when using 

a computer on-line.

Based on the responses received, 

the Foundation and HCPSS have 

decided to develop a hands-on ed-

ucational workshop for both stu-

dents and their parents/guardians 

on issues relating to safe practices 

when on-line. 

To help identify the major issues 

that will be presented, a question-

naire has been created, which 

families are asked to complete and 

mail back to The Lazarus Foun-

dation, 6520 Freetown Road, Co-

lumbia, MD  21044.  

Please note there are no right or 

wrong answers, however, your 

responses will help the Founda-

tion focus on topics that are rel-

evant and of  interest such as chat 

rooms, Instant Messaging, Social 

Networks (e.g. myspace.com), 

downloading files – both legal and 

illegal, Cyber Bullying, Scams, as 

well how to protect personal in-

formation and files stored on your 

computer. All completed ques-

tionnaires will be entered into a 

drawing for valuable prizes.

The Lazarus Foundation held its  

first workshop at Atholton High 

School in the spring of  2007. To 

ensure the presentations are time-

ly and appropriate, many high 

school students have already been 

recruited to assist.

Lazarus 

Foundation



1.   Who taught you how to be safe on the Internet?

      Teacher  Parent  Friend             

      Self   No one

2.  Do you know what you can legally download from 

the Internet?   Yes  No

3.  Have you ever “talked” on-line with someone you 

didn’t know?  Yes  No

4.  Have you ever felt uncomfortable while on the 

Internet?       Yes  No

5.   Do you know what Phishing is?     Yes  No

6.   Do you know what “POS” means in an Instant 

Message?  Yes  No

7.  Do you use anti-virus software on your computer?    

  Yes  No   

8.  Have you ever participated in an on-line survey?    

  Yes  No  

9.  Do you know what a blog is?    Yes  No

10.  Do you know what a computer cookie is?    

  Yes  No

11.  Have you ever purchased an item on-line?  

  Yes  No

12.  Have you seen NBC’s Dateline series on   

“Internet Predators”?    Yes          No

Name ____________________________________

E-mail: ___________________________________

(OPTIONAL) Mailing Address:

__________________________________________

__________________________________________

Send this form to: The Lazarus Foundation, 6520 Freetown Road, Columbia, MD  21044

CYBER SAFETY

Gone are the days when children would open 

books with little cheap locks to express their 

innermost thoughts. Today’s children and 

teens have quickly replaced the old-fashioned 

diary with the ever-so-popular modern day 

blog–short for “Web log.” This generation’s 

method of  journaling thoughts and feelings 

online can be an effective way for children to 

communicate their perceptions of  the world 

around them. It can give voice to an otherwise 

shy child. It can build friendships, strengthen 

writing skills, and enhance emotional ties 

with loved ones who live far apart. But buried 

within these seemingly innocent technological 

pages are hidden, potential dangers of  which 

all parents should be aware. What children 

and teens think is safe to post could really be 

a telling hint to predators of  where they live, 

go to school, or hang out with their friends. 

Your daughter recently posts a picture of  her 

and her friends poolside with a caption that 

reads: Hanging with friends at my condo. In 



Send this form to: The Lazarus Foundation, 

6520 Freetown Road, Columbia, MD  21044

1.  Where is your child’s computer located?   

_________________________________________

2.  Does your child have personal information posted 

on a Social-Network such as myspace.com?        

  Yes  No

3.  Have you checked to see if  your child’s profile exists 

on any Social-Network such as myspace.com?  

  Yes  No

4.  Have you ever visited a chat room?     

  Yes  No

5.  Do you know all your child’s password(s)?      

  Yes  No

6.  Have you ever Googled your child’s name?               

  Yes  No

7.  Do you limit your child’s computer usage?               

  Yes    No

8.  Have you established any ground rules for your 

child when they are using the Internet?    

    Yes       No

1.  Do you have a home computer?       Yes       No  

If  Yes, where is it located?  ___________________

2.  Do you have information about yourself  posted on a 

Social-Network such as myspace.com?       

  Yes  No

3.  Have you ever participated in multi-person gaming?   

  Yes  No

4.  Have you ever participated in a chat room?      

  Yes  No

5.  Does your parent(s) or guardian(s) know what your 

password(s) are?  Yes  No

6.  Have you ever Googled your name?  Yes      No

7.  Have your parent(s) or guardian(s) set limits on your 

computer usage?  Yes    No

8.   Have any ground rules been established when you 

are on-line?  Yes  No

Name ______________________________________

E-mail: _____________________________________

(OPTIONAL) Mailing Address:

___________________________________________

___________________________________________

the background, a sign hangs on the black iron 

fence surrounding the pool, ‘Regent Commons 

pool rules...’ She just unknowingly told every 

Internet predator who happens to come across 

her blog where she lives. 

Lizzy logs her daily ventures into her blog each 

day so that her friends can stay in the loop of  

her life. She writes about everything she did on 

any given day including which route she and 

her dog took on their daily walk and what time 

her dad arrived home from work to have the 

pasta she cooked. All of  these innocent entries 

tell the world where she is at what time and 

with whom. 

Tom writes about all he plans to do when away 

on his family vacation to Jamaica. As soon as 

the plane lands at 10 a.m. on Sunday, October 

29th, he plans to snorkel and when he arrives 

back home a week later, he jokes that it’ll be too 

late and dark outside to tend to his weekly core 

of  mowing the grass. Any thief  now knows he 

has a full week to take whatever he’d like from 

your vacant home.  

Move ten years into the future and Kevin 

is applying for the position of  his dreams. 

He’s been told, once he passes a thorough 

background check, the position will be offered 

to him. When he receives his letter of  regret 

from the company a week later he is stunned 

to learn that a joke picture from his teenaged 

years has come back to haunt him and ruin 

his chance at landing his dream job. Children 

and teens need to be aware that what they post 

today may still be available for viewing decades 

into the future by typing their name into any 

major search engine. 

Educating kids on the inherent dangers of  

blogging will allow them the freedom to enjoy 

sharing their thoughts with others without 

risking their safety and well-being now and in 

the future. Also encourage them to mark blog 

entries as “private” so that only invited users 

can view them. Awareness is truly a child’s best 

defense against the cruelty and danger.   



The Internet is changing how we live, 

learn, work and interact with one other. If  

today’s children are to succeed as adults, 

they must learn information literacy skills 

for every resource–new and old. Libraries 

provide access to the information people 

need or want, regardless of  the format in 

which that information appears. The In-

ternet is another medium through which 

libraries meet this mission. Library staff  

are partners with parents. They assist their 

community–children and adults–become 

information literate by teaching them how 

to access, evaluate, and use information. 

Library staff  answer questions and guide 

children to quality web sites in the same 

way they recommend books and other re-

sources.  Howard County Library believes 

that educating children to use the Internet 

wisely is their best protection, now and in 

the future.

Online Safety

Parents can ensure their children have 

a positive online experience by learning 

about the Internet and how it works. How-

ard County Library offers classes and one-

on-one sessions for children and adults on 

how to use the Internet. Current offerings 

are listed on the Library’s online events cal-

endar and in its quarterly event and pro-

gram guide, Source.

Second, set rules. Common sense rules 

– such as not using real names online and 

never agreeing to meet with someone they 

meet online without a parent or guardian 

present – can help ensure children have a 

positive experience online. Third, teach 

children how to use the Internet properly 

and make good decisions about what they 

view at the library or wherever they may 

be. Fourth, introduce children to library 

staff  and encourage them to ask for help 

when seeking information. Fifth, teach 

children to value their privacy and that of  

those around them.

At Howard County Library, computers are 

set up to be easily visible from the infor-

mation desks. Staff  monitor the computers 

and their users constantly, intervening if  an 

inappropriate image appears on a screen. 

The Library respects each parent’s right to 

decide which material is or is not appropri-

ate for his/her child to use in the Library.  

Ultimate responsibility for monitoring chil-

dren’s use of  the Internet, like that of  all 

other library resources, rests with parents 

and guardians.

Online Resources

Knowledge is power. Library staff  are 

information navigators, working with 

children on their homework and making 

recommendations of  safe, content-rich 

web sites that will answer their questions 

in a developmentally-appropriate way. 

The Library’s web site, www.hclibrary.

org, includes free resources, including Live 

Homework Help, Research Databases, and 

AskUsNow!  

 – Students, in 

grades 4 through 12, can chat with free 

online tutors for help with homework seven 

days a week. Tutors are available from 2 

pm to midnight in the subjects of  English, 

science, math, and social studies.  

 – The Library 

subscribes to numerous databases geared 

to elementary, middle, and high school 

students. Categories include Newspapers, 

magazines, and current events; Biography; 

Countries, Cultures, and Maps; Encyclo-

pedias; Health and Medicine; Student 

Resources; and Literature: study and criti-

cism. The following is a sampling of  the 

Library’s databases:

•  America the Beautiful – Interesting 

and easy-to-use articles about each state, 

territory, and region. Includes profiles 

of  people, almanac facts, timelines, and 

games.

•  Biography Resource Center – 

Thumbnail sketches and full-text articles 

about people throughout history and 

around the world.

Howard 

County 

Library



•  Lands and Peoples – A colorful encyclopedia 

covering countries, cultures, and current events. 

Includes maps, flags, tables, and graphs plus cross-

cultural comparisons and articles on geographic 

features.

•  Literature Resource Center – Biographies, 

bibliographies, and critical analyses of  authors 

from every age and literary discipline. Includes 

information about literary movements and 

themes as well as literary-historical timelines and 

definitions. 

•  Middle Search Plus – Contains full-text articles 

and full-color images from over 150 popular 

middle school magazines, plus 96,600 biographies, 

and 76,000 primary source documents. Includes 

essential documents in American history. 

•  Searchasaurus – A great source of  information 

on many topics in an easy-to-use and visually 

stimulating format designed for elementary and 

middle school children. An animated interface 

with a dinosaur theme encourages students to 

develop basic search strategies.

 – Students can instant message with 

librarians to get answers to questions 24 hours a 

day, seven days a week. Librarians provide research 

guidance, help navigating the Internet, and answers 

to questions.  

Libraries have a long tradition of  providing free, qual-

ity services to customers of  all ages. Howard County 

Library recognizes that access to information on the 

Internet means access to a vast amount of  knowl-

edge and continuous education opportunities. Free, 

equal access to information is critical in this day and 

age, as is the need for parents and children to make 

appropriate decisions together. It is imperative that 

children are taught how to use the Internet wisely. 

The more children and parents know about the In-

ternet and Internet safety, the better equipped they 

will be to protect themselves and enjoy and benefit 

from this invaluable information resource now and 

throughout their lives. 



Teens and children have access to more information to-

day than ever before. When assigned a term paper or 

speech to present, wealth of  information, greater than 

all the volumes in every library on Earth, awaits in cy-

berspace. Through one Internet wire, a student can 

reach out and gather vast amounts of  facts, figures, mu-

sic, and images. Kids maneuver their way around the 

Internet at a fast pace, using keyboard shortcuts to speed 

their searching, editing, and writing processes. Though 

this opens up a world of  intellectual opportunities for 

technology users, it also imposes a certain level of  dan-

ger in regards to crossing the line of  unethical online 

behavior. Setting expectations and communicating what 

is acceptable and not in terms of  abiding by copyright 

laws, children and teens are better equipped to succeed 

with all the wonders of  technology.    

From computer viruses to spyware to identity theft, the 

risks from illegal downloads are real. Computers offer 

an endless abyss of  temptation for children and teens. At 

their fingertips is the possibility of  hearing the latest songs, 

watching the coolest movies and playing the most thrill-

ing of  games. How can a parent possibly communicate 

that exploring these temptations is something their chil-

dren simply should never do, when doing so brings such 

instant gratification? Driving home the point that illegal 

downloads are a bad thing is challenging for parents. 

Start the conversation early on with children. For young 

ones, start by asking how they’d feel if  someone stole 

their finger painting and drawings. As the child becomes 

older, talk to her about all the hard work that goes into 

creating a CD, an online image, or software. Instill in 

them the value of  hard work and the deserved pay that 

goes along with it. Make it clear that when they illegally 

download, they are stealing from these people. For teens, 

they need to understand the risks to their computers 

from downloading information illegally. They should 

also be taught about the legal consequences of  down-

loading copyrighted materials.

Perhaps the most alluring shortcuts of  all are the copy-

and-paste ones. How easy is it to copy a block of  text and 

paste it into a section of  a term paper? Small children 

should be taught to recognize the © symbol and that 

to copy the information would be wrong. Teens should 

also be taught to recognize this symbol and be educated 

to seek permission to use the information. They should 

also learn proper sourcing so that the original writer who 

owns the intellectual property to the work will be credit-

ed for his/her work properly. Copyright laws are in place 

to protect those who have created the work from having 

their material copied without permission. 

Technology is a wonderful tool that can enhance the 

intellectual experiences of  children and teens. When 

used properly, it serves as a catalyst for acquiring vast 

amounts of  knowledge to be absorbed and digested, and 

then further transformed into one’s own interpretation 

of  the world.  With proper guidance on what is ethical 

behavior, children and teens can become successful us-

ers of  technology and use it to build a brighter, more 

enriching future. 



Before the advent of  Caller ID, a person could make 

a phone call, disguise his voice, and pester the person 

on the other end without being recognized. Sometimes 

this was intended as a harmless joke; sometimes it was 

not. With today’s telephone system it is more difficult to 

make a call without having one’s identity revealed.  

Although harassment over the phone has diminished, 

the newest instrument for communicating, the Internet, 

can be much more harmful. With the click of  a mouse, a 

person can send a single message to hundreds of  people, 

whether acquaintances or not, and potentially devastate 

someone’s life.

 

The Internet has provided a new world for young adults. 

Through instant messaging, social networks, and chat 

rooms they can stay in touch with friends and easily 

make new ones. While most communications are without 

malice, increasingly our children are using the Internet 

to antagonize and intimidate their peers. 

The anonymity of  being online in a virtual world 

allows an individual the opportunity to do things he or 

she would never do in the real world. Online bullying 

is an effortless activity, since anyone with access to the 

Internet (a computer or cell phone) can easily disguise 

his or her identity and pose as someone else. More 

specifically, because of  the simplicity of  getting online, 

anyone with an e-mail address can create a screen name, 

post messages, and do so without leaving a trail. Even 

if  that person can be identified, he can accuse someone 

else of  using his screen name. And if  a person can’t be 

held responsible for his or her actions, there is little fear 

of  punishment.  

Going online and harassing others is known as Cyber-

Bullying. Most parents have no idea how pervasive or 

hurtful Cyber-Bullying has become. 

First you need to look for signs that your child might be 

a Cyber-Bully victim. These could include nightmares, 

a sudden disinterest in the computer, or even avoiding 

school. If  these signs are present, you need to take 

appropriate action. 

•  Talk to your child and find out whether he/she is 

being harassed or intimated by another child via the 

Internet.

•  Look for strange behavior when your child is online, 

such as changing the screens or hiding information. 

•  Be up front with your child and let him/her know 

what behaviors you find unacceptable.  

•  Learn what parental controls are available through 

your Internet Service Provider (ISP). 

•  Establish family Internet rules, including rules 

regarding Cyber-Bullying.

•  If  your child does receive a hurtful or threatening 

e-mail, have your child save the message but tell him/

her not to respond. 

•  Consider enrolling in a program/course to bring 

yourself  up to speed on the latest computer tools 

available to monitor your child’s computer usage. 

•  Obtain a copy of  your child’s school policy on 

acceptable computer usage, both on and off  school 

property. The policy should describe what constitutes 

Cyber-Bullying and its consequences. 

•  Search for your child’s name through one of  the 

online search engines (i.e. www.yahoo.com) and look 

at his or her profiles and postings.

If  you would like more information on cyber-bullying, 

please visit one of  the following resources: 

•  Center for Safe & Responsible Internet Use   

( www.csriu.org)

• i-Safe America  (www.isafe.org)



•  never post phone numbers, addresses, IM 

screen names, or favorite places to hang out 

on their online profiles. 

•  never arrange a face-to-face meeting with an 

online stranger without having a parent or 

other responsible adult present. 

•  report harassment, hate speech and 

inappropriate content to parents or 

responsible adult. 

•  save any offensive or dangerous e-mail 

so parents can turn over to local law 

enforcement officials. 

•  know ahead of  time how to remove 

children’s accounts at their discretion.

•  research who to contact in case of  suspected 

child exploitation, offensive action, or other 

inappropriate online behavior.

•  talk to children about why they use these sites 

and ask about their behaviors online. 

•  review children’s profiles regularly and 

discuss concerns with them. 

The more parents know, the better they can 

monitor their children’s activities and safety. The 

time they take to learn what social network sites 

are about will catapult them from unknowing 

to knowing and help them vigilantly protect 

their children and teens.

When it comes to protecting their children, parents 

oftentimes reflect back on their own childhoods to 

determine the appropriate measures to take in any given 

situation. Although it’s a worthy tactic in most cases, when 

it comes to the Internet, parents often feel in the dark 

because of  a lack of  experience with technology. Some 

parents ask, “How can I protect my teen from the dangers 

of  social networks, like myspace.com and facebook.com, 

when I don’t even know what they are really?” 

As parents delve further into finding ways to protect their 

kids from online danger, they realize the vast differences 

between the world they know and the one their children 

do. As with any situation containing missing pieces, a 

parent can feel especially overwhelmed with the lack of  

understanding he or she has about the technology children 

use on a daily basis. Parents no longer have the comfortable 

position of  always being able to meet and get to know their 

children’s friends because children are becoming friends 

with people from different cities, states, and even countries 

through online social networks. Defining boundaries is 

difficult for parents because they don’t know the extent of  

their children’s online freedoms and capabilities. 

To protect children, parents need to provide structured 

boundaries suitable for today. For parents to fully engage 

in setting these rules and expectations for online behavior, 

it is critical that they learn their way around social network 

circles like the ever-popular myspace.com and facebook.

com. One way to do this is to sit with their teens and have 

them show them around this new social world. This not only 

educates parents, but also helps to open the communication 

lines between them and their children. 



  

Parents today face a major struggle in keep-

ing the balance between protecting their 

children and teens from harm while allow-

ing them the freedom to explore and grow 

to their fullest potential. The Internet offers 

children of  all ages a powerful tool to take 

them places never before possible in pre-In-

ternet days. Everything they crave to know 

about the world in which they live, they can 

discover with a few keystrokes. As with any 

power, if  not properly harnessed, wrongful 

use or neglect for safety can bring about great 

risk. Educating children on safe practices 

with regards to powering up their computers 

and delving into the rich world of  technology 

is critical. It is the best way to prevent them 

from becoming victims. 

Keep the computer in a place that is in the 

open like in the family room. By keeping it in 

a place where you have full access to moni-

tor their activity, children and teens may be 

less apt to wander into potentially dangerous 

situations. 

•  Talking to your kids about ways to keep 

them safe will help to make them more 

aware of  potential dangers. 

•  Inform them of  what personal information 

is and why they should never give it out to 

anyone online. 

•  Educate them on the danger of  meeting 

people online and then arranging a face-

to-face meeting with them. 

•  Talk to them about not responding to 

harassing emails, instant messages, or chat 

room abuse. 

•  Let them know that they should come to 

you if  they ever feel frightened or confused 

by something or someone online. Children 

may feel they have done something wrong 

to perpetuate someone’s offensive use of  

language or inappropriate behavior online 

and it’s important to let them know they 

are not at fault.  

Talk about your expectations of  their online 

use and listen to their needs and wants as 

well. Then, together create a list of  these 

expectations, both sign it and then post it 

near the computer to act as a reminder of  

what is and is not allowed. 

Keep the lines of  communication open 

between you and your children so your 

children know you are interested in their 

online activity and so they can feel comfortable 

coming to you if  they suspect danger. 

• Have them show you their favorite sites.

•  Retain all their user names, passwords, & 

email addresses of  friends.

•  For younger children, limit chat room visits 

to kid-friendly sites and only when you are 

present.

•  Use filters and blocking software to protect 

children of  all ages from accessing sites 

that are inappropriate.

•  Set up Internet accounts in your name and 

be the primary screenname on the account 

so you can control passwords and access. 

•  Communicate to children of  all ages that 

they should use nondescript names when 

creating screennames so their identity is 

not broadcasted to the world.

If  you suspect wrongful activity online, con-

tact your local law enforcement authorities 

immediately. 

By following these simple strategies for safety, 

your children will be able to surf  the great 

technological world more protected, while 

gaining from all of  its wonderful benefits! 


